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[bookmark: _GoBack]Submitted by (name/title): 
Date: 
Important—it is imperative that the data solution engineer/architect review all sections of this order form with the customer.
For provisioning Private Network, the Solution Engineer/Architect needs to work with the customer and submit all the information through the VHAP Portal. All customer information on this customer connectivity profile form must be filled out completely. If some information is missing, the provisioning process may be delayed. 
There are several components of the Private Network that need to be completed before subscriber provisioning can begin. These include:
Several network configurations (including customer IP pools, EHA configuration, etc.).
Private Network connectivity (FES or VPN over Internet).
Enterprise AAA (EAAA) connectivity (if required).
This form includes information that is needed to be collected from the customer to properly perform network configurations. It also has links to forms for different connectivity options. Appropriate forms need to be filled out and submitted along with this form through VHAP. If the customer is planning to use its existing FES connection, all of the existing FES information needs to be included.
Customer Information
This section explains the information that needs to be collected from the customer according to the 
customer’s requirements. 
Ensure that when completing this form that you only include new information per the new order, not existing customer information (if applicable).
IP Pools: 
Please specify the number of IP pools that the customer needs provisioned.
If the customer provides several IP ranges, out of which the subscribers need to be assigned IPs in a round-robin fashion, they would all need to fall under the same pool name. Hence, it would count for 
one pool. 
If the customer requires that subscribers are assigned IPs out of different IP pools depending on how they will be provisioned, the total number of such pools needs to be noted.
Geographical area of wireless end devices: Please specify where the customer expects the majority of the Private Network end devices to be located (NE, S, MW, and W).
Pool type dynamic/static: Please indicate if the customer would require the IP addresses to be assigned dynamically to wireless devices or to use static assignments. If static is assigned, the customer must determine if the assignment will be Verizon Wireless hosted, or if the customer will provide its own EAAA server. Please note that all dynamic pools will be managed by Verizon Wireless AAA. 
1.1. Ratio of IP to devices: Please indicate the IP to wireless devices ratio that the customer would be using. If the customer does not expect all devices to be active at the same time they may increase this ratio. Default is 1:1. All static IP pools must have a ratio of 1:1.
IP pool subnets(s): Please provide the IP range that the customer wants to assign to each pool. (Example: 10.1.1.1/24). If the customer would like to add multiple subnets under the same pool, please add all the subnets in the same field. Please note that IP pools cannot overlap. 
Pool name to be assigned: Please provide the name that the customer wants to assign to each pool. Note that the customer needs to keep track of each pool name and IP range assigned to that pool. At the time of subscriber provisioning, the customer would need to specify a pool name. 
A pool name has a maximum length of 12 characters. No special characters, no numbers, or embedded spaces allowed in the formatted name.
Please ensure the pool name differs from any existing pool(s).
Note: At this time it’s expected that the name will be converted to all uppercase.
Example:
Company: ABCDEFGH
Pool Name: SALES
Actual Pool Group Name: ABCDEFGHSALES (as configured in the EHA)
Valid IP subnets for Private Network IP pools.
One of the requirements for Verizon Wireless Private Networking is obtaining an IP subnet address to be associated with a Verizon Wireless IP pool name. IP subnet addresses must be described in an exact format 
and be a valid value based on networking standard. Two values make up the notation for IP subnet addresses. The first value represents a subnet (starting) address ID and the second value describes the network mask for that subnet. An example of a valid subnet address would be 172.16.16.0/20. In this example the value of 172.16.16.0 represents the subnet address ID and the /20 represents the network mask of 20 bits. Using different values of a network mask you can specify the maximum number of hosts that a subnet can support 
(see number of hosts per network mask table). To determine values for valid subnet addresses for a specified network mask, you can use a subnet calculator. One such calculator can be found on the Internet at http://www.subnet-calculator.com.
Please note that the largest pool allowed has a network mask of /13.  
IP Pool selection should be a realistic amount covering 6-12 months of growth.
Note: Valid (starting) subnet addresses are not arbitrary host IP values.
	Number of hosts (devices)
	Network mask
	
	Number of hosts (devices)
	Network mask

	524286
	/13
	
	1022
	/22

	262142
	/14
	
	510
	/23

	131070
	/15
	
	254
	/24

	65534
	/16
	
	126
	/25

	32766
	/17
	
	62
	/26

	16382
	/18
	
	30
	/27

	8190
	/19
	
	14
	/28

	4094
	/20
	
	6
	/29

	2046
	/21
	
	2
	/30





 EAAA server Information
Connectivity to Verizon Wireless AAA (for authentication and accounting messages) can only be supported through physical circuits terminated at a Verizon Wireless FES location. (No VPN over Internet or direct connections to VRF are supported at this time.) The same circuits (terminated at FES locations) used for data payload cannot be used for authentication and accounting purposes. Two Diverse servers and dedicated connections are required for eAAA operation. All eAAA servers must be located in the US.
Only Bridgewater or Bridgewater-certified equipment is supported today for authentication and authorization (via EAAA) functionality. Please attach certification report along with this profile form. Please refer to the interface specification for all the requirements to support EAAA services. Certification of EAAA entails additional cost.
A separate ECPD ID/RSS ID (hence, separate sub-org ID on AAA) is required for EAAA services. 
If only streaming of accounting information toward enterprise accounting servers is requested, the customer is not required to obtain an AAA server, i.e., an accounting server that is capable of receiving and acknowledging raw accounting information is sufficient. 
When requested, streaming of accounting information will be enabled for all subscribers that belong to a specific ECPD-ID/RSS ID. Note that since EAAA services require their own ECPD-ID/RSS ID, when enabled, only accounting information for subscribers whose IP is managed by EAAA will be streamed. If the customer has any static or dynamic subscribers (on a different ECPD/RSS ID) managed by Verizon Wireless AAA, accounting information for those need to be requested separately. 
Number of EAAAs and accounting servers: Please provide the number of servers that will be used for authorization and streaming of accounting in communication with Verizon Wireless AAAs.
Streaming of accounting information: Please indicate if streaming of raw accounting information to customer AAA or accounting server is required.
Access method: Please indicate how AAA/accounting servers need to be accessed. There are two options available; one to indicate one server as primary and the other as secondary. Alternatively, the load can be shared between the servers (load balancing).
EAAA/accounting server information: Please provide the requested information such as name, IP address, shared secret as well as timeout values for accounting information. Note that a default value of 1 sec will be used for radius authentication purposes. Customer needs to provide RADIUS client Shared Secret minimum of 12 ASCII characters and maximum of 256 ASCII characters, with a mix of abcdefghijklmnopqrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVWXYZ1234567890!@#$%^&*()_+-=[]{};':",./?, with at least one upper, one lower, one number, one special character, and no spaces. Example: (minus quotes) “OK8)hA7]o!4r.”
Verizon Wireless AAA and DSS server IP information:
These IPs need to be provided to the customer to open up their firewalls for communication with Verizon Wireless
servers where needed.
	4G UMF VIP 

	69.78.145.11
	njbbmpn-dss01-wsnv

	69.78.82.11
	txslmpn-dss01-wsnv

	69.78.145.14
	njbbmpn-dss02-wsnv

	69.78.82.14
	txslmpn-dss02-wsnv

	69.78.145.17
	njbbmpn-dss03-wsnv

	69.78.82.17
	txslmpn-dss03-wsnv

	3G DSS VIP 

	66.174.79.129 
	Branchburg MPN AAA VIP

	69.78.29.200
	Rocklin MPN AAA VIP

	69.78.235.44 
	Colorado MPN VIP

	69.78.95.203 
	Southlake MPN AAA VIP


Mobile to Mobile Intra and Inter Pool Separation
By default, mobile to mobile access is permitted between all mobile devices in an Enterprise’s Mobile Private Network environment.  This includes access between mobiles within a single pool and between pools within a single MPN instance.  If mobile to mobile access is not wanted, it can be blocked within a single pool, and between specified pools.  For example, mobile to mobile access can be permitted within POOLA, but blocked between POOLA and POOLB.  Alternatively, mobile to mobile access can be blocked within POOLA, but permitted between POOLA and POOLB.  Intra-pool blocking can be configured on one or multiple pools.
Private Network CPE tunnel information
This section explains the information that needs to be collected from the customer to properly configure the tunnel between the VRF and customer CPE according to customer requirements. 
Note: Information section has been duplicated to support two tunnels for redundancy. Customer has the option of terminating both tunnels on the same device.
1. Tunnel gateway/edge device: Please provide the hardware and the software information of the customer CPE that will be used to terminate the tunnel. Please note that there are presently two options for encapsulation of traffic:
Note: BGP is required for VPN Private Network access
2. Generic Routing Encapsulation (GRE) with IPSec Encapsulation
0. The supported devices for the Tunnel gateway/edge device are as follows:
· Juniper devices running ScreenOS.  This includes the SSG line of devices.  Note that Juniper devices running JunOS will not work to terminate the Private Network tunnel.
· Cisco Routers.  This includes 1800, 1900, 2800, 2900, etc.  Note that Cisco ASA and PIX will not work to terminate the Private Network tunnel.
· Other Vendors that meet the criteria in this section.
0. Note that the IPSec mode must be Transport.  Tunnel mode is not supported for the Private Network tunnel.
2. Virtual Tunnel Interface (VTI) with IPSec Encapsulation
1. Private Network only supports Static VTI.  Dynamic VTI is not supported
1. IPSec transform set must be configured in tunnel mode only (default)
1. Cisco Routers. The following IOS releases (or higher) support VTI
· 12.2(33)SRA
· 12.2(33)SXH
· 12.3(7)T
· 12.3(14)T
1. 
2. 
3. 
4. 
5. 
5.1. 
5.1.1. 
5.1.2. 
5.1.2.1. 
5.1.2.2. 
5.1.2.3. 
ISA KMP IPSec encryption scheme: Please provide the encryption method that the customer will like to use for the tunnel. ISAKMP protocols supported include: 
DES 
3DES 
AES256
IPSec hashing supported:
MD5 
SHA1 
IPSec tunnel end point: Public IP address that the customer will be using to terminate the tunnel.
VPN tunnel subnet (/30): Please indicate the WAN Private IP subnet that the customer would like to use. These addresses will be used for tunneling with Verizon Wireless. BGP Peering will be established across this tunnel. Note: Subnet cannot be the same for both tunnels.
The first address will be assigned to Verizon Wireless, and the second address will be assigned to the customer. So for 192.168.0.0/30, Verizon Wireless will use 192.168.0.1 and the customer will use 192.168.0.2.
Physical location of CPE device: Please indicate physical address of customer device. 
VPN or FES: Select type of connection VPN (Internet) or FES (T1/Etc).
Network(s) being advertised from customer via BGP: Provide IP addresses customers will be advertising to Verizon Wireless for use by their mobile devices. Please note if DNS is required,
Verizon Wireless DNS addresses or enterprise DNS addresses must be included. 
Domain Name Server (DNS) support: 
2. There are multiple DNS options:
5.8.1.1. Option 1: DNS Redirect for Enterprise (DRE) (preferred solution for 3G): Verizon Wireless can redirect DNS queries toward enterprise DNS servers via customer network. This minimizes the need to perform any NAT functionality on customer side and to advertise routes toward Verizon Wireless. The server assignment can be made as primary/secondary and only supports UDP-based DNS at this time. (Note that UDP is the 
common protocol used for DNS). Please provide customer’s primary and secondary DNS IP addresses.
NOTE: DRE is not required for 4G LTE since a 4G LTE Private Network build bakes the customer DNS into the APN, which is the functional equivalent of DRE.
5.8.1.2. Option 2: DNS with NAT by customer: Verizon Wireless forwards all DNS queries toward the customer network and with the use of network address translation (NAT); customers can direct the queries to their proper DNS servers. This requires that the following DNS addresses are advertised back to Verizon Wireless via BGP: 
Legacy: 66.174.95.44; 69.78.96.14; 66.174.92.14
5.8.1.3   Option 3:  Verizon Wireless Hosted DNS: Verizon Wireless will provide domain names that are registered to the public internet. VZW will NOT host customer's private domains directly, but will only act as a relay to what's publicly available on the internet today. Option 3 applies only to Private Network using Direct Internet Access or Direct Internet Access with Filtering. 
Please note: With the above options the wireless device would still display Verizon Wireless DNS server IP address while in-network and roaming partners’ DNS IP address while roaming.
NAT-Traversal: Please indicate if the customer needs the support of NAT-T. 
NAT-T support will be needed when the customer’s edge device has been configured to NAT 
the public IP address that the VRF router is attempting to create an IPSec tunnel with. The customer’s edge device will NAT that public IP address to an IP address inside the network that 
is different than the public IP address. Being that the customer’s edge NAT passes the IPSec establishments to another IP address inside the customer’s network, configuration changes on the VRF routers need to be added to support NAT-T. Customer will need to provide the following information in the profile form:
Fully Qualified Domain Name (FQDN) in the syntax of CPE_Hostname.Domain_Name.
CPE_Hostname: Inside IP address device hostname.
Domain_Name: Domain name that is created on the inside device.
Example: 2851_C1u34.yourdomain.com.
Zero Tunnel
Zero Tunnel Private Network (ZTPN) is designed for customers that require only mobile to mobile communication.  ZTPN does not require Private Network connectivity from the Enterprise Universal Gateways (EXGWs) to the customer premises (i.e. Private IP, FES and VPN).  ZTPN has no communication outside of the Mobile IP Pools.
ZTPN can be designed as a Hub and Spoke configuration, the central mobile device at the customer Data Center provides access to the customer hosted applications to the field/mobile devices.  For the central mobile device, the nominal LTE throughput will be shared among the concurrent remote devices accessing the Data Center applications. Additional consideration will be required for the central device data plan usage.  Hub and Spoke ZTPN is not recommended for customers’ applications with high bandwidth requirements.
 The VHAP order will require selecting “0 Tunnels” in the Private Network Connectivity information section.
Dynamic Mobile Network Routing
Dynamic Mobile Network Routing is an option available as part of the Verizon Wireless Mobile Private Network service, which allows a wireless router to dynamically advertise the subnets it serves (up to eight) to other devices on the customer's network, without the need for GRE tunnels or network address and port translation. It is based on network mobility (NEMO) extensions to the Mobile IPv4 protocol. Dynamic Mobile Network Routing will be supported on all EHA pairs in the Verizon Wireless network. If your customer is an existing MPN customer, this feature can be added without requiring reassignment to a different EHA, and you may inform your customer of the NEMO home agent IP address listed in the Dynamic Mobile Network Routing table in this form (for configuration in their wireless routers). The SPI and shared secret key are parameters needed for authenticating the NEMO session and completing the connection in the EHA. The correct values must be programmed in the customer's wireless routers. At launch, the SPI and shared secret key will be the same for all customers, as listed in the table below. A configuration guide will be available for you to share with your customer.
Tiered Hierarchy Private Network
In certain circumstances several enterprises, departments or organizations may require utilizing the same private network for their mobile traffic but continue to have separate accounts, bills etc. Tiered Hierarchy Private Network is designed to make this requirement possible. Verizon Wireless will refer to the customer who manages the traffic on the data center side as the parent and those utilizing the network as children. A child company can choose to share a dynamic pool of IP addresses with others or have their own exclusive static or dynamic IP pool assigned. Additionally the parent account can request an exclusive IP pool for testing, development, etc. Pools are flagged as Reserved, Exclusive or Shared.
1. Reserved pools are those that are built ahead of time under parent account but unavailable for use. These will later be assigned to specific child companies as those accounts are built out. A reserved pool becomes exclusive as soon as it is assigned to a child.  May be Dynamic or Static. 
1. Exclusive pools are those that can only be accessed by one entity: the parent or any child company. Once the pool is assigned exclusively to an account, no other account can have access to the IPs within that pool.  May be Dynamic or Static. 
1. Shared pools are those available to the parent devices as well as all devices belonging to children companies. May only be Dynamic. 

Please note that none of the pools (parent or children) can be overlapping with each other. 

EAAA: If the parent company is utilizing EAAA services, the EAAA flag will be populated for each child company in VHAP. If the customer does not wish to have EAAA services applied to child accounts, they should notify their Verizon Wireless account representative. If EAAA services are required for a child company, by default the parent EAAA attributes are utilized. If a new EAAA or accounting server is required for the child account, the EAAA table in this form needs to be filled out.

Dynamic Mobile Network Routing (DMNR): If the parent company is utilizing DMNR, it is NOT automatically configured for each child. If the customer wishes to use the feature for any child account, they should notify their Verizon Wireless account representative so the child account can be configured with DMNR. Please note that DMNR specific routes (LAN subnets behind the wireless router) cannot overlap between subscribers of one child account and another child account under the same parent.

Mobile to Mobile traffic separation: By default the following pool separations are performed for parent and child pools. If customer requires different setup, the table in this form needs to be populated with proper requirements. 

Exclusive Parent Pools: NO Inter pool traffic separation and NO Intra pool traffic separation.
Exclusive Child Pools: NO Intra pool traffic separation. NO inter pool traffic separation.
Shared Pools: Inter pool traffic separation and Intra pool traffic separation for all shared pools.

Inherent Risk: Please note that if parent uses EAAA and assigns a subscriber to a pool different from what was provisioned for the subscriber, an IP from a wrong pool may be assigned. Additionally pool utilization tracking will be invalidated. Hence it is important to ensure that enterprise customers are informed of proper pool assignment requirements.


8.1 Closed User Group
Customers with multiple business units, agencies, departments, or organizations may require billing, provisioning and network separation within the same Private Network. Traditionally, this has required building standalone Private Networks per agency/department, so for a company with multiple agencies/departments multiple Private Networks will be required.   Closed User Group allows traffic separation per department/agency within the same Private Network, so all of a company’s agencies/departments data traffic can reside over a single Private Network. Closed User Group (CUG) provides multiple wireless domains within the same Private Network that ensures end to end separation at the routing and traffic forwarding layers. Each CUG standalone wireless domain has the flexibility of controlling Domain Name Services (DNS) and routing between the customer’s data center and mobile devices. 

Internet Access
All Internet access is through the customer’s network via the FES/VPN connection. To allow the mobile to reach Internet IP addresses, multiple options are available to the customer.
Use a proxy server. If a customer wishes to advertise specific prefixes (IP subnets) via BGP to 
Verizon Wireless, all Internet access must be done via an enterprise-owned proxy server. This address 
of the proxy server must be advertised back to Verizon Wireless via BGP.
Advertise “default route” via BGP to Verizon Wireless. If a customer does not wish to use a proxy server, the only other method of reaching Internet IP addresses is by advertising “default route” back to Verizon Wireless via BGP. This will tell Verizon Wireless to send any traffic received from a mobile device back to the customer, where it is up to the customer’s internal routing to forward the traffic to the Internet.

It’s important to note that the source IP address of the mobile will need to be NATTED to a publicly routable IP address in order for traffic to return to the customer’s network from the Internet. Verizon Wireless cannot provide this NATTING and it is up to the customer to implement this.

Direct Internet Access (DIA) (Available on Select Gateways).  If a customer wishes to allow mobile-originated public internet access without first routing the traffic to the Customer WAN, there are several options available that can satisfy this requirement.  NOTE: DIA requires Static IP Pools
DIA. For customers that are looking for all devices on the private network to have access to the public internet, comparable to a consumer device on the Verizon Wireless Network.
DIA w/ Filtering.  For enterprises who require DIA for specific hosts/subnets, but would like to block all other internet traffic
DIA w/ Enterprise Routing.  If a customer wishes to also route private traffic back to the Customer WAN, discrete routes will need to be used.  










[image: ]Direct Internet Access Only

[image: ]Direct Internet Access with Enterprise Routing


Instructions:
Solutions Engineer/Architect completes the sections below.
Submit the documents through VHAP online prior to customer turnover. (All customers supported by EHA will require a profile and network diagram.)
If using existing FES connection, please provide information of the existing connection.
If a new FES connection is required, please download the forms that are applicable from the links provided below and submit it with this form through VHAP. Please note that due to FES process deliverables, the tunnel end point IP address in the tables below and the WAN IP addresses from the FES circuit request form can be provided at 
a later time. As soon as this information is available to the customer, the updated forms need to be resubmitted 
to NDBM.
Failure to provide this information will result in the customer’s setup being delayed.

Submitted by (name/title): 
Company abbreviation (No greater than eight characters): 
Phone/email address (Capitalize, no space, no special characters):
Date: 

	[bookmark: RANGE!A1]Customer information

	Business contact information
	Account primary contact (if different from enterprise business contact)
	Third-party contact (if applicable)

	Account name
	[bookmark: Text46]     
	Contact name
	     
	Company/contact name
	     

	[bookmark: RANGE!A4]Account address
	[bookmark: Text47]     
	Work phone
	     
	Work phone
	     

	Enterprise business contact name
	[bookmark: Text48]     
	Mobile number
	     
	Mobile number
	     

	Enterprise business contact phone number
	[bookmark: Text49]     
	Email address
	     
	Email address
	     

	Enterprise technical contact name
	[bookmark: Text50]     
	EAAA support contact
(only for EAAA) 
	     
	ECPD or RSS 
profile ID #
	     

	Enterprise technical contact phone number
	[bookmark: Text51]     
	EAAA support number
(only for EAAA)
	     
	Currently used ECPD or RSS profile for Private Network
	     






	[bookmark: OLE_LINK3]Private Network information (EHA)

	Number of IP pools 
	EAAA managed 
	     
	Verizon Wireless Area 
of wireless end device 
NE,S,MW,W
	Approx ratio of IP to devices at project completion
	     

	
	Verizon Wireless managed  
	     
	
	
	

	Using customer-owned enterprise AAA? Yes/no
If yes, please complete EAAA table
	     
	Requires streaming of accounting information?
If yes, please complete EAAA table
	     

	 IP pool subnets and subnet mask for first pool. (If the customer would like to add multiple subnets 
under the same pool name, please add all the subnets for pool 
1 here.) 
	     
	Type of pool # 1 (Dynamic/Static)
	     

	
	
	EAAA-managed (yes/no) If yes, type must be static.
	     

	
	
	Pool name to be assigned to pool #1 (Refer to instructions in Section 2.8.)
	     

	IP pool subnets and subnet mask for second pool. (If the customer would like 
to add multiple subnets under the same pool name, please add all the subnets for pool 
2 here.) 
	     
	Type of pool # 2 (Dynamic/Static)
	     

	
	
	EAAA-managed (Yes/No) If yes, type must be static.
	     

	
	
	Pool name to be assigned to pool #2 (Refer to Instructions in Section 2.8.)
	     

	IP pool subnets and subnet mask for third pool. (If the customer would like to add multiple subnets 
under the same pool name, please add all the subnets for pool 
3 here.) 
	     
	Type of pool # 3 (Dynamic/Static)
	     

	
	
	EAAA-managed (Yes/No) If yes, type must be static.
	     

	
	
	Pool name to be assigned to pool #3 (Refer to instructions in Section 2.8.)
	     

	IP pool subnets and subnet mask for fourth pool. (If the customer would like to add multiple subnets under the same pool name, please add all the subnets for pool 
4 here.)
	     
	Type of Pool # 4 (Dynamic/Static)
	     

	
	
	EAAA-managed (Yes/No) If yes, type must be static.
	     

	
	
	Pool name to be Assigned to pool #4 (Refer to instructions in Section 2.8.)
	     

	IP pool subnets and subnet mask for fifth pool. (If the customer would like to add multiple subnets under the same pool name please add all the subnets for pool 
5 here.)
	     
	Type of pool # 5 (Dynamic/Static)
	     

	
	
	EAAA-managed (Yes/No) If yes, type must be static.
	     

	
	
	Pool name to be assigned to pool #5 (Refer to instructions in Section 2.8.)
	     

	Mobile-to-mobile inter- and intra-pool separation

	Mobile-to-mobile separation within an IP pool required? (Y/N)
	[bookmark: Text54]     
	Please list the specific pools.
	[bookmark: Text35]     

	Mobile-to-mobile separation across IP pools required? (Y/N)
	[bookmark: Text53]     
	Please list the specific pools.
	[bookmark: Text36]     


Important information regarding connectivity:
Only Cisco or Juniper devices supported.
For all EBGP peering (through the tunnels) to the VRF router, Verizon Wireless will use AS # 22394.
Edge device needs to support IPSec, GRE/VTI, and BGP. A single device must terminate all three protocols locally for each tunnel/FES connection.
Internet-routable public IP address needs to be supported on the edge devices.
Need to support Diffie-Hillman Group 2, ISAKMP HASH MD5. ISA KMP Timer must be set to 86,400 seconds.
IPSec Mode Transport needs to be supported for GRE connections (cannot use Mode Tunnel).
IPSec Mode Tunnel needs to be supported for VTI connections
Customer needs to inform Verizon Wireless DSE of preshared key (needs to be done in secured manner).
Customer needs to supply network that will be advertised back to Verizon Wireless via BGP for mobile devices to reach. Verizon Wireless will advertise the customer IP pools back to CPE device via BGP. 
If DNS needs to be supported by the customer:
Please review the requirements listed in section 5.9.
If the customer needs NAT-T support:
Please review the requirements listed in section 5.10.

	Private Network connectivity ( CPE Primary Tunnel) information

	Gateway/edge device (hardware/software) (Cisco or Juniper only) 
	[bookmark: Text37]     
	ISA KMP IPSec
 Encryption Schème (DES, 3DES, AES 256)
	[bookmark: Text42]     

	IPSec Hashing 
(MD5, SHA1)
	[bookmark: Text38]     
	ISA KMP Timer (Has to be 86,400 sec)
	Must be 86,400

	IPSec tunnel end point 
(IP address must be public)
	[bookmark: Text39]     
	VPN Tunnel Subnet /30: VERIZON WIRELESS IP (first usable): Customer IP (second usable):
	[bookmark: Text43]     

	Physical locations of the CPE device
	[bookmark: Text40]     
	VPN (over Internet), or direct FES 
	VPN

	Customer’s network(s) being advertised via BGP (Or state “default route”)
	[bookmark: Text41]     
	Customer BGP AS #
	[bookmark: Text45]     

	Is NAT Traversal (NAT-T) required?
	[bookmark: Text55]Y/N:     
	
	







	
Private Network connectivity ( CPE Secondary Tunnel) information

	Gateway/edge device (hardware/software) (Cisco or Juniper only) 
	     
	ISA KMP IPSec Encryption Scheme (DES, 3DES, AES 256)
	     

	IPSec Hashing 
(MD5, SHA1)
	     
	ISA KMP Timer (Has to be 86,400 sec)
	Must be 86,400

	IPSec Tunnel End Point (IP address must be public)
	     
	VPN Tunnel Subnet /30*: Verizon Wireless IP (first usable): Customer IP (second usable):
	     


	Physical locations of the CPE device
	     
	VPN (over Internet), or direct FES 
	VPN

	Customer’s network(s) being advertised via BGP (Or state “Default Route”)
	     
	Customer BGP AS #
	     

	Is NAT Traversal (NAT-T) required?
	Y/N:      
	
	


* GRE subnet for secondary tunnel cannot be the same subnet as for the primary tunnel.
	Dynamic Mobile Network Routing

	Does the customer require Dynamic Mobile Network Routing?

	
Yes/No:
[bookmark: Text75]     
	If yes, please use the information provided to the right for configuring the router to support Dynamic Mobile Network Routing functionality. 
	Dynamic Mobile Network Routing SPI: 256

	
	
	
	Dynamic Mobile Network Routing home agent IP: 
Columbus/Westland (GW2.VZWENTP):  66.174.161.160
Dallas/Houston : 66.174.184.160
Charlotte/Nashville (GW3.VZWENTP):  66.174.170.161
Lone Star2/Copperfield (GW4.VZWENTP):  66.174.185.193
Plymouth Meeting/Wilmington (GW6.VZWENTP):  66.174.252.2
Las Vegas/Tempe (GW5.VZWENTP):  66.174.251.2
Aurora/West Jordan (GW8.VZWENTP):   66.174.192.225
Lodge/Westland (GW7.VZWENTP):  66.174.250.1
Rocklin/Sunnyvale (GW9.VZWENTP):  66.174.216.1
Dallas/Shertz I (GW10.VZWENTP):  66.174.248.193                        
Dallas/Shertz II (GW11.VZWENTP):  66.174.187.33     
Charlotte2/Nashville2 (GW12.VZWENTP):  66.174.170.193          
Redmond/Hillsboro (GW13.VZWENTP): 66.174.203.1                   
 Branchburg/Wall Township (GW14.VZWENTP):  66.174.113.1  
 (Customer Private Network location can be looked up on VHAP.)

	
	
	
	Dynamic Mobile Network Routing shared secret key: VzWNeMo.






	Tiered Hierarchy Private Network

	Tiered Hierarchy Private Network?
If yes, choose Parent OR Child to the right. 
	Y/N:      
	Parent?
OR
	Y/N:      
	*Pool Info

	
	
	
	
	Parent Exclusive: 
	[bookmark: Text76]     

	
	
	
	
	Shared:
	[bookmark: Text77]     

	
	
	
	
	Reserved:
	[bookmark: Text78]     

	
	
	Child?
	Y/N:      
	Child exclusive: 
	[bookmark: Text79]     


*Please enter the pool names only according to the pool table above

	DNS

	Will mobile devices be performing DNS?
If yes, choose either/or DRE or NAT or Child DNS to the right. 
	[bookmark: Text84]Y/N:      

	Is DNS Redirect for Enterprise (DRE) required? If yes, please provide primary and secondary DNS Server 
IP addresses.
	[bookmark: Text81]Y/N:      
[bookmark: Text80]Primary DNS server:      
[bookmark: Text82]Secondary DNS server:      

	
	
	Is DNS with NAT by customer required? (If yes, please see the note above under “important information”)
	[bookmark: Text83]Y/N:      

	
	
	Is Child DNS required for the Closed User Group? If yes, please see Child DNS description, DNS support section.  
	Y/N:      
Primary DNS server:      
Secondary DNS server:      






	EAAA and accounting servers
(To be filled out only if customer wants EAAA)

	Number of EAAAs
	     
	
	

	Access method (primary/backup or load balance
	     
	Routing preference (BGP or Static)
	     

	EAAA# 1/accounting server #1 Information
	Name 
(logical name for the AAA server, 
e.g., ENT1EAAA1)
	     

	
	IP address (Must be public)
	     

	
	Shared Secret (the shared secret to use between Verizon Wireless proxy AAA and EAAA)
	     

	
	Primary/backup
(If load sharing is selected, put 
N/A here)
	     

	
	Accounting request timeout 
(time to wait until an accounting response is received 
before retrying)
	     

	
	Number of retries for 
accounting messages
	[bookmark: Text86]     

	EAAA# 2/accounting server #2 information
	Name (logical name for the AAA server, e.g., ENT1EAAA2)
	     

	
	IP address (must be public)
	     

	
	Shared Secret (the shared secret to use between Verizon Wireless proxy AAA and EAAA)
	     

	
	Primary/backup (If load sharing is selected, put N/A here)
	     

	
	Accounting request timeout 
(time to wait until an accounting response is received 
before retrying)
	[bookmark: Text85]     

	
	Number of retries for 
accounting messages
	     


*Certification of EAAA entails additional cost.
	Verizon Wireless Key contacts

	Verizon Wireless sales manager
	Verizon Wireless sales engineer

	Name
	     
	Name
	     

	Title
	     
	Title
	     

	Work phone
	     
	Work phone
	     

	Mobile number
	     
	Mobile number
	     






	FES INFORMATION 

	Existing FES circuit?
	Y/N (If yes, provide location, DLCI, etc.)
	Use existing FES for EHA connectivity?
	[bookmark: Text87]Y/N:     

	New FES circuit needed?
	Y/N 
If yes, complete the following (1) FES Circuit Request Form and (2) WDN FES Customer Connection Template which can be found at http://njcwsecp1.nss.vzwnet.com/public/parse.php?path=Processes%20and%20Procedures
	Use new FES for EHA connectivity?
	[bookmark: Text88]Y/N:     



	Service Based Access (SBA) is an optional configuration for the 3G Verizon Wireless Private Network that will enable customers to determine a connected device’s location using VZW assisted GPS (aGPS) and Private Network-eligible Smartphones with access to Visual Voice Mail (VVM) and Multimedia Messaging Services (MMS).

Service Based Access (SBA) is an optional configuration for the 4G LTE Verizon Wireless Private Network that enables Private Network-eligible Smartphones with access to Visual Voice Mail (VVM).



	Service Based Access

	3G Multimedia Messaging?
	Y/N

	3G/4G Visual Voicemail?
	Y/N (If yes, indicate Legacy Android, Android, or iPhone)

	3G Assisted GPS?
	Y/N 



	Direct Internet Access

	Direct Internet Access:
	Y/N

	Filtered:
	Y/N

	Enterprise WAN Access:
	Y/N



**PLEASE INCLUDE A NETWORK DIAGRAM WITH THIS FORM**

HS17951209
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